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Abstract

Support for strong electronic mail security is widely available yet only few communicants
appear to make use of these features. Apparently, the operational overhead of security out-
weighs its perceived benefits. Towards increasing the benefits versus overhead ratio we
follow an approach that considers security and usability tradeoffs from the outset. We sep-
arate key exchange from binding keys to identities. The best effort key exchange and key
maintainance scheme that we devise operates transparently for the user. We also describe
complementary visualization and interaction techniques that communicate the security state
of sent and received mail to users in a non-intrusive fashion. Towards a practical assessment
of the overheads of binding keys to identities, we conducted a quantitative analysis of users’
mail behavior of which we present the results. We argue that for individual non-commercial
users, out-of-band verification of keys could be more economical than building trust in pub-
lic key certificates issued by third parties.

Key words: Security engineering, usability and security, secure electronic mail, human
computer interaction, transparent encryption, transparent digital signatures

1 Intr oduction

A multitude of mail useragents(*"MU A”) andmail transferagents(“MTA") with
supportfor encryptionand digital signaturesand supportingpublic key infras-
tructures(“PKI”) have been—andstill are—researchedeveloped,anddeployed.
However, it is generallyagreedhattheamountof “secure”electronicmail (brie y,
securemail) is only a nggligible fraction of the total amountof mail. The obvi-
ouslack of suf®cientincentvesfor securingmail hastwo reasonablexplanations.
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First, the anticipatedbene ts of securemail aretoo low, or second the costsof
applyingthe existing securitytechnologyaretoo high.

The bene®tsappearto be low if the threatperceptions weak,which is generally
thecase Althoughmary subjectsnaybeawareof potentialearesdroppingntheir
mail communicationthey maydismissthatasimprobablg“I'm notsoimportant”)
or they maybeunbotheredy it (“I have nothingto hide”) [20]. Consequentiythe
costsof securitymustbelow aswell for securityto be attractve.

Thecostscanbemeasured monetarytermsor in termsof theoverheadusershave
dueto securitytechnologyMonetarycostscanbe discountedsincenumeroudree
andaffordablecommercialmail encryptiontools areavailableor encryptioncapa-
bilities comewith the softwareat no extramonetarycost.The costsaredetermined
primarily by the cognitive effort required to operate electonic mail security This
implies that usersinstall the necessargoftware and generatecryptographideys.
Thedif®culty liesin exchangingkeys, building trustin therecevedkeys, authoriz-
ing cryptographioperationsandin diligently andcompetentlyreactingto prompts
andwarningsof thesecuritysoftware.However, themajority of usersonly haslim-
ited understandingf the underlyingtrust modelsand concepts(seee.g., [13]).
Consequentlythey avoid or improperlyoperatethe securitysoftware[34].

Thissituationis notlik ely to changen theforeseeabléuture,andleadsresearchers
to believe thata trade-of betweersecurityandusability mustbe madein favor of
usability This mayyield a level of securitythatis lessthanperfect,but which is
still “good enough”[28]. Smettersand Grinter are rather straightforvard in this
respectandask“if you put usability ®rst, hov muchsecuritycanyou get?”[31].
We believe thatthesecommentsnarkaprofoundchangan theway mary “secure”
systemswill beengineeredh thefuture.Ratherthanbeingdrivenby aconserative
assessmerntf threatsand securityrequirementsthe safetyand usability of such
systemswill beatthefocusof mary low to mediumrisk applicationareas.

Theresearclyuestiorthenbecomesvhatthe optimumtrade-of shouldbeandhow
the securitybene®tsare maximizedwith minimum damageo usability We argue
that public key certi®catessignedby intermediariege.q.,certi®cationauthorities
(“CA”) with limited or non«istentliability, or peeran PGPs Webof Trustmodel)
anddigital signaturesccountfor aconsiderableognitive or operationabverhead,
but they contritutemanginally to the practicallevel of security By eliminatingthese
primitives, the costsversusbene®tsratio can be improved. Towardsmore usek-
friendly securemail, we exploreanon-intrusve approactihatworkswithouteither
of theseprimitives,andratherfocuseson transparenmessagencryptionandin-
tegrity protection.In our approachyve separatdey exchang from bindingkeysto
identities.

We take anin-depthlook attheimplicationsthis choicehason securityandusabil-
ity. Particularly, this enablesisto implementalarge portion of the securitymech-
anismsin a transparenand opportunistic(e.g.,besteffort) fashionwhile binding
keys to identitiesbecomesa trade-of the usercanmalke at his or her discretion.



Part of our approachmay be comparedo anintrusiondetectionsystembasedon
principlesof cryptographiaccoherencemail from a peeris securedwith the same
key asprior mail unlessanew key is introducedandanew key mayonly beusedif
it isintroducedwith akey thathasbeenusedbefore Acceptancef theinitial key is
a“leapof faith” [4]. In a“greedy”fashionfaith canbecon®rmedby verifying keys
in anorderthatmaximizesthe securitybene®tgerinteraction.For this purposea
users communicatiorbehaior andsocialnetwork is monitored.One metric that
we applyis the amountof mail exchangedoer peer:verifying the key of the peer
with whom mostof the mail is exchangechasthe greatestimmediatequantitatve
bene®tAlthough,thisis only a®rststep.Researcln theinformation-theoretiand
psychologicafoundationsof applicablemetricswill certainlybeaninterestingand
rewardingendea&or.

We believe that opportunitiescomealongto build more effective userinterfaces.
Ratherthanleadingusersto the Minotaur of cryptologyandpublic key infrastruc-
tures(e.g.,by educatingusersn theart of encryption[33]) or eliminatingall direct
control (e.g.,by delegating all responsibilitiego a transparenproxy [10,17]) the
choresof securecommunicationcan be broken down into pieceswith a clearer
focusandpurpose.

2 Background

We begin this sectionby summarizingour threatmodel. Our engineeringeffort
is directedat makingsuitabletradeofs betweensecurityand usability As part of
our analysiswhat suitabletradeofs might be, we look at the economicsof con-
temporarydefensemechanismsn the light of prudentengineeringprinciplesfor
the designof securanformationsystemg27]. The conclusionsve drav from our
analysisguidesthe designchoiceswve make in subsequenpartsof our paper

2.1 ThreatModel

We focusonindividualnon-commaegial useis of electroniamail (brie y, mail) e.g.,
Alice andBob who communicateoy mail from their homes.Both connectto the
Internetthrougha telecommunicationprovider (“Telco”) andan Internetservice
provider (“ISP”). Alice sendsermail by transactingvith amail exchange(*MX”)
e.g.,asendmaidaemorrun by hermail provider. Enrouteto Bob, hermail maybe
forwardedseveraltimesfrom oneMX to anothemntil it is deliveredto Bob's mail
drop.Themail dropstoresmail for Bob until heretrievesit with hismail cliente.g.,
by meansof the POP3or IMAP protocolsor a Web front end.Figurel illustrates
thatmodel.We distinguishbetweerthreeclassiccateyoriesof threatsassuggested
by Anderson2]:

Unauthorized information release: Theadwersary Mallory, interceptsandreads
mail sentby Alice to Bob. We do notaddresshethreatof traf®c analysisthatis
beyondour scope.
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Alice' PC—— Telco—— ISP— -+ MX
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Bob'sPC<+——Telco+—— ISP <+ Mail drop
Fig. 1. The physical and logical path (dotted extension lines) of an e-mail from Alice to
Bob. Each entity besides Alice’ and Bob’s PC can collaborate with the adversary in an

active or passive attack. Additionally, the adversary may tap the communication channels
between these entities (a passive attack).

Unauthorized information modi cation: Mallory modi®esmail sentfrom Alice
to Bobwhile it is in transitor in storagepr shesendsmail to Bob thatis forged
in thenameof Alice.

Unauthorized denial of use: Mallory can prevent Alice from sendingmail to
Bob, or can prevent Bob from receving mail from Alice. Note that a power-
ful adwersarycanalwaysdery servicee.g.,to Alice by saturatingor severingher
communicatiorchannelsWe limit oursehesto denialof servicethroughregular
interactionwith Alice's andBob's mail systeme.g.,by sendingthemforgedor
unsolicitedmail.

Mallory may or may not collaboratewith ary of the entitiesinvolved in forward-
ing or storingmail with their consenie.g.,implied by searchwarrant)or without
theirconsenie.g.,becauséMallory compromiseca MX or evenBob's computer).
Mallory may launchpassie attacks(eazesdroppingonly) or active attacks(which
involve the modi®cationor generatiorof messages).

Although we discussthreatsand countermeasures termsof Alice and Bob, a
particular pair or users,our intentionis to addresdarge scaleattacks.In other
words, Mallory attacksmultiple mail “sinks” for a mail “source; multiple mail
sourcedor amail sink, or multiple sourcesandsinks.

2.2 Potential Tradeoffs

Beforewe discusdradeofs betweersecurityandusabilitythatwe have identi®ed,
we would like to brie y recitea few prudentengineeringulesfor designingpro-
tectionmechanismasSaltzerand Schroedesummarizedhemin [27]:

(1) Thedesignshouldbeassimpleandsmallaspossible.
(2) Themechanisnshouldhave fail-safedefaults.
(3) Themechanisnshouldbe easyto understan@nduse.

From an economicor rational perspectie, public key certi®catesare worthwhile
if their bene®tsoutweightheir costs.The primary bene®tof certi®catess the pre-
vention of impersonatiorattacksby active adversarieswho substitutetheir keys
for the keys of legitimate users.For comparisonpublic key cryptograply with-
out certi®catedoils passiveearesdroppersompletely[15], andit uncorersactive
adwersariesinlesgheadwersaryinterceptsandre-encodeall mail at all times,par
ticularly atthetime whenthe communicant®rst exchangeheir keys.



In orderto ful®Il theirobjective, certi®catesequireacomplicategublickey infras-
tructure(“PKI”) whichis typically backed by certi®cationauthoritieswith limited

or nonistentliability (comparee.g.,[19,16]). Building trustin certi®cates gx-

changingkeys,andmanagingeys accountgor the majority of theinteractionsand

decisiongthatinterferewith the goal orientedtasksof a user andwhich the user

hasdif®cultiesto understandcomparee.g.,[13,19,34]).

Sincea PKI seemgo beneithersimple(rule 1) nor particularlyeasyto understand
anduse(rule 3), we decidedto investigatewhatit would take to achievze adequate
securitywithout that primitive. Our objectie is not to attain 100%securitybut to
attainsigni cantly improvedsecurityat a high degreeof usability,

Our ®rst measuravasto separateoncernghatwould be uniquelyaddressetly a
PKI, whichis theproces®f bindingakey to anidentity. Oncethatwasdetermined,
otherseparationsf concerndollowedsuit:

(1) exchangingkeys andmaintainingcurrentkeys

(2) protectingmail

(3) communicatingandrespondingo potentialsecuritybreaches
(4) optionallybindingkeys to anidentity

Here,"binding” impliesveri®cationof anadhocassociatiorbetweera key andan
allegedidentity. For aslong asthe useris not concernedaboutactive attacks,he

or shemay disregard the binding andtrust the ad hoc associationThis doesnot

necessarilyneanthattheassociations nottrustworthy, eachconcerrhaselements
thatattemptto detectsecuritybreache$asedon certaincoheenceprinciplesthat

we de®nealongwith our mechanismskor instancejf Alice usespublic key k in

her communicatiorwith Bob thenshemay not usepublic key k° # k unlessshe
introducedk® andprovedthatsheknows the privatekeys thatbelongbothto k and

k® A variety of more generalcoherenceprincipleshave beensummarizechicely

by Arkko andNikander[4] underthenotionof weakauthentication

In summaryour approachs to make key exchangeandencryptionalargely trans-
parentdefaultbehaviorandto designprotocolsthatmake it dif®cult for Mallory:

(1) toinitially compromiseacommunicatiorchannel,
(2) to maintaincontinuouscontrolover thechannel,
(3) to leave thecompromiseathannelundetected,

evenif nobindingbetweerkeys andidentitiesis providedthrougha PKI. Thereby
we aimto reducetheoverheadcosts)associateavith theoperatiorof mail security
to adegreewheremail securitypecomesibiquitous At thesametime, we raisethe
risks and costsof successfulttacksso thata rationaladwersarymustconcentrate
his or herresource®n a smallnumberof targetswith a high overall yield — and
thus doesnot invadethe privacy of non-commerciaindividual userson a large
scale.
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Fig. 2. Key structures are kept in doubly-linked lists. Each successor key is introduced by
its predecessor. A key can be flagged as trusted. The flag carries forward, which means that
a successor key with no flags set inherits the flag settings from its predecessor. A trusted
flag indicates that the key has been successfully bound to an identity.
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Fig. 3. Alice keeps a structure for her peers e.g., Bob. The peer key is the most recent key
that Alice received from Bob. The self key is the most recent key of Alice that Alice saw
Bob use. The sent key is the most recent key that Alice sent to Bob (but Bob may not have

used that key). Whenever Alice sends a more recent key (e.g., Z) to Bob, she introduces
that key using the self key.
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3 Exchangingand Maintaining Curr entKeys

Our ®rst concernis to distribute public keys that canbe usedto preventunautho-
rizedinformationreleaser modi®cation At this point,we arenot concerneabout
the binding of a key to anidentity, we cover thataspecturtherbelow in §6. That
enablesisto designthe exchangeof public keysin afashionthatis entirelytrans-
parentto usersunlessof coursethereis evidenceof a potentialattack.The (fully
automatickey exchangeprocesf Alice (“Kex”) hasthreeduties:

(1) maintainthe “security state”of Alice, which is the known setof keys, peers,
andtheirrelationships;

(2) decidewhich keys mustbe usedandwhich keys mustbe exchangedat ary
givenpointin time;

(3) updatethe securitystatebaseduponthekeysthatarereceved;

Theprincipalideais to designKex suchthatupdatesf the securitystate(in other
words a “transition” in the statespace)occuronly if the new stateis at leastas
secureasthepreviousstate A transitionis triggeredif, aspartof amail, anew key
is “introduced; which requiresa messagef thefollowing form:?

Bob — Alice : {“Bob”;“Alice”;t; h(Ko); Knew} Signedwith k,i; K, q,

L For simplicity, we assume that the same key pair is used for signing and encryption, as is
common practice e.g., in SIMIME [26] applications. The approach can readily be extended
to support dual key pairs.



Here,t is the currenttime, k ! is the privatekey of Bob, andk is his public key.
In practice,“Alice” and“Bob” denoteAlice'sandBob's canonicaimail addresses.
WhatBob tells Alice is thathe wishesto replacehis olderkey ko4 with the more
recentkey K,ey. As ashorthandye write Ko g = Knew, providedthatthesignatures
valid, andkqg # Kneyw Otherwise The ®rst key is introducedself-signed.e., kyq IS
empty Old keys andthe orderin which they wereintroducedarekept (see®g. 2)
until they arenotreferencedry longerin apeerstructureandaregarbagecollected
e.g.,basedn expiry time andstorageguotas.

Kex interceptdncomingmail andprocesseary valid key introductionscontained
thereinusing threetypesof data(see®g. 3) that togethercomprisethe security
state:

(1) thelist of Alice's key pairsorderedby receng
(2) for eachpeer(e.g.,Bob) his associategublic keys orderedby receny
(3) apeerstructurefor eachpeer

Peerstructuresarepersistenandcreatecbn demandvhenthe®rst mail of apeeris
receved.For instancethepeerstructurehatKex keepson Bob storeghefollowing
information:

self: themostrecentkey of Alice thatBob usedto protecthis mail to Alice;
sent: themostrecentkey of Alice the Kex introduced(sent)to Bob;
peer: themostrecentkey of Bob known to Kex;

WhenKex recevesk = kit enforcesa simplerule. If no key is known for Bob

thenaself-signedkey is accepte@dsBob'sinitial key andanassociationwith Bob's

identityis formed.Otherwisejf k is theknown key of Bob thenthatkey introduces
k®which becomeshenew mostrecentkey of Bob. Of coursetheintroducedkey k°

mustnotalreadyexistin Alice's securitystateor elseanerroroccurs(thatprevents
theinadwertentor adwerseintroductionof loopsin the history of keys). If anerror

occursthenKex tagsthemail thatcontainedhekey introductionwith adescriptve

errorcode.

Kex alsointerceptoutboundmail anddeterminegor eachrecipientwhethera key
mustbeintroduced(e.qg.,if Bob hasnotyetusedary of Alice's keys or usesa key
thatis outdated).OnceKex selecteda key for introduction,it keepsintroducing
thatkey with the mostrecentkey of Alice thatBob knows until Bob begins using
theintroducedkey. At this point, Kex eitherstopsaddingkey introductionsto out-
boundmail or startsintroducinga morerecentkey of Alice (if suchakey hasbeen
generateaneanwhile).

Figures4 and5 give amorepreciseandformal presentatioof how Kex processes
incomingandoutgoingkey introductions.The processesredesignedo keepAl-
ice'sandBob's securitystatessynchronizeavenif anactive adwersarydropslegit-
imatemailswith key introductionsor reorderssuchmail.

Security Obviously, avalid key introductioncanbe computedonly by someone
whoknowstheprivatekeysthatcorrespondo bothpublickeys,theold andthenew
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Fig. 4. Decision graph for incoming key introductions & k% Note that in a self-signed
key introduction the old key £ is nil. If no peer key is known then peer is also nil (compare
fig. 3). This allows a very compact presentation of the graph.
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Fig. 5. Decision graph for outgoing mails. The peer, self, and self variables refer to the
peer data structure that we introduced in fig, 3. As an invariant, the sent key must always
be at least as recent as the self key.

one.Alice doesnotreally knov whetherBob or Mallory sentthekey introduction,
Mallory could have generatedoth the old andthe new key. However, by simple
inductionwe canthenreasonthat Alice musthave receved the ®rst self-signed
key with Bob's nameon it from Mallory (for now we disregard the possibility
that Bob adwerselyor inadwertently disclosedhis private key to Mallory or that
Mallory hasbrokenBob's key pair). Ontheotherhand,if Alice recevedtheinitial
key introductionactuallyfrom Bob (whetheror not Alice is certainaboutit) then
Mallory cannotsendvalid key introductionsn Bob'snameunlessshebreaksBob's

key pair.

Assumenow thatMallory senttheinitial key introduction.Alice attemptso send
mail to Bob in Mallory's key which triggersalarmson Bob's side unlessMallory

performsa man-in-the-middig“MITM”) attackandtranscodesll suchmail. A

single missedmail revealsMallory's presenceOnceMallory startsher attackhe
cannotleave the communicatiorchannebetweenrAlice andBob without his pres-
encebeingnoticed.In orderto do so,hewould have to introduceBob's public key

to Alice which requiresforgery of Bob's signature Alice's advantages that Mur-

phy's Law is in herfavor — eventuallyMallory will make a mistale, perhapsue
to a con®guratiorerror, a routechangea computerfailure, or becauseéilice and
Bobfollowed proceduresve outlinein §6.

Finally, assumehatMallory broke Bob's key. ThatmeansshecanreadBob's mail
to Alice — until Bobintroducesa new key. At this point, securityis eitherrestored
or Mallory mustlaunchanactie attackwith all theimplicationsdiscusse@bove.

In summarywe presentegecurekey exchangeandkey maintenanceschemethat
operatescontinuouslyand transpaently on Alice's inboundand outboundmail.



No userinteractionis requiredunlessevidenceof an attackis found. Powerful
active adwersariegnay still attackbut their chancesf evadingeventualdetection
arelimited.

4 Protecting Malil

Mail consistsof headersandthe mail body [12]. Both elementsneedprotection,
which is achieved by transformingthem into a separateervelopefor eachin-

tendedrecipient.The ervelopeconsistof a minimal setof headersanda protected
body, andis sentto therecipient(e.g.,Bob) via the simplemail transportprotocol
(“SMTP”). How exactly the ervelopeis representeds largely a matterof imple-

mentationchoice.On anabstractevel, the processs quite simple.If Bob requires
akey introductionthenit is addedo themail. Key introductionsheadersandmail

bodyarejointly signedwith theintroducedkey (thesentkey) or otherwisewith the
mostrecentkey of Alice thatis availableto Bob (the self key).

Finally, if a public key of Bob is known (peer # nil) thenthe signedinformation
including signatureis encryptedwith thatkey andthe ciphertext is placedin the
body of the ervelope.The information necessaryor decryption(e.g., key iden-
ti®ers and encryptedcontentencryptionkeys) is addedwhereappropriateas per
implementatiorchoice.Necessarand suf®cient informationto ful®ll mail trans-
portrequirementsrecopiedto the ervelopes headersection.

If nosuitablekey of Bobis known thentheaugmenteanail (andnotthe envelope)
is sent(unencryptedr not sentat all basedon a prior policy decisionthat we
explainin greaterdetailin §5 alongwith userinteractionprinciples.

Inboundmail is processeth reverseorder whichis amoreinvolvedprocesslueto
thevariouserrorconditionsthatmayarise.For simplicity, let “Kin” beashorthand
for thatprocesslf all applicableveri®cationoperationgurn out correctlyandthe
encryptiorkey is morerecenthanthekey previously usedby BobthenKin updates
theself key in Alice's view of Bob accordingly In caseof errors,Kin signalsthem
by addingappropriateheaderdo the mail, which mustthenbe interpretedby the
MUA. In additionto ratherobviouserror conditionssuchasinvalid signaturesand
missingkeys, thereare somesubtleconditionsthatKin mustverify. For instance,
if Bob oncesentmail to Alice whichwassignedor encryptedhenary subsequent
mail without that protectionis agged with anerror. Otherwise adwersariesould
simply bypasgshe securitymechanisméy sendingplain text mail, whichis easily
forged.

Due to spaceconstraintsa detaileddiscussiorof the processesr an exhaustve
analysisof error conditionsandpotentialresponsess out of the scopeof this pa-
per. The importantpoint that we wish to stressthough,is that protectionagainst
unauthorizednanipulationor disclosureof mail contentsis the default mode of
operationAs we will explainin greatedetailin §5, theuseris notgiventhechoice
notto encryptwheneerencryptions possibleHis decisionis requiredsolelywhen
mail mustbe sentto recipientsfor whomno valid key is known.
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Fig. 6. The process of protecting outbound mail.

5 KeyIntr oduction and User Interaction

Up to this point, our discussiorfocusedon the key exchangeandmail protection
processethatunderpinour engineeringapproachMostimportantly we separated
the key exchangefrom binding keys to identities(in a strongsenseandwe made
transparensignaturesndencryptionthedefault modeof operationln this section,
we discusshow thatapproachenablesisto simplify theinteractionwith users.

The usability of contemporarymail securitysoftwareis limited primarily by two
factors:

(1) requiredinteractionswith securityfunctionsare perceved asan obstacleto
accomplishingyoal-orientedasks(seee.g.,Sasseetal. [29]);

(2) usershave limited understandingf the conceptghat underpintrust models
andcryptographigrimitives(comparee.g.,[13,33]).

We illustratethesdimitationswith two examples(comparee.g.,[18]). First,warn-

ing messageandcon®rmatiorboxesfrequentlyappeaandmustbe“clickedaway”

whenno suitablekeys areavailableeventhoughthe usermaybe well awareof the

risks of sendingmail in the clearandis willing to accepthem.Secondusersare

presentedunintelligible information e.g., certi®catecontentswhich are easily set
to arbitraryandsuper®ciallycorvincing valuesby adwersariesvho generateself--
signedcerti®cates.

In contrastour userinterfacedesignconceptsequirefewer interactionghancon-
temporaryapproached/Ve let userdnteractwith conceptshey know (“mail” rather
than“keys”). Our objectve is to provide afamiliar context andmentalrepresenta-
tion [24]. All decisiongthata usermustmalke arerelatedto a purpose(e.g.,con-
®dentiality) ratherthan unfamiliar conceptgye.g., certi®catesas the meansto an
end).Furthermoreyusersarenot forcedto make decisionammediately they areat
leisureto invoke securityfunctionswhendeemedappropriatg§whichis in uenced
by users'curiosityor risk perception)We cover two userinteractionaspectsn this
section:output(i.e, alertsandvisualizingstatusnformationsuchasthe availability
of aparticularkey) andinput (i.e., makingpolicy decisions).

Alerts and StatusDisplay Users(i.e., Alice) mustbe alertedfor instancef the
key exchangeand maintenancerocessesletectedncoherentkey usage,nvalid
signaturespr othererror conditions.Suchalertsare associatedvith a particular
mail thathasbeenreceved. A simpleandunintrusve methodto alertAlice to such
an eventis to highlight the suspiciousmail prominentlyin the mail displaye.g.,



| Sender Subject | | Sender Subject |

John Doe Re: tom’s diner John Doe Re: tom’s diner
Re: paper request B naner request

What's wrong?
Verify per request
Trustthis mail

Bob Brown Re: paper request Bob B

Fig. 7. Mail flagged with an error e.g., as a consequence of incoherent key usage. Left:
the mail with the error is highlighted in reverse; right: a context menu is displayed upon
right-clicking the flagged mail. The context menu allows to inquire about the reason of the
error, to verify the association of a key and an identity, or to define the underlying key as
trusted (which binds the key to the identity of the sender).

No key available for address Typing in progress, key status not yet available

To: bob@rown.net, pb@cvs.berk_ send as send as

Subject: Re: paper comments postcard letter
Fig. 8. Immediate feedback on key status through highlighting. Left: no key is known for
bob@brown.net, therefore the address is highlighted. Entry of the second address is still in
progress, no highlighting has taken place yet. Right: mail can be sent under the postcard

or letter policy. Since no key is known for at least one recipient, the letter policy yields a
conflict and is therefore highlighted.

asillustratedin ®g. 7. For example,assumehat Bob introducedhis key to Alice

in onemail, andMallory subsequentlgendsakey introductionof herown forged

key in Bob's name.However, Kex would ag Mallory's mail with anerrorandthe

mail would be highlightedto bring thefactto Alice's attention.On the otherhand,

if Mallory senther mail beforeBob thenBob's mail—thegenuineone—would be

agged. In eithercasewould Alice be alertedto the factthat somesort of attack

is ongoing.Which key is which—andconsequentlyvhich mail is genuine—can
be determinedyy appropriatesubsequenteri®cation.However, it is uponAlice to

decidewhetheror not to investicatethe alert,andshemay do so at a time of her

choice.Herregulartasksremainlargely uninterrupted.

Alice mayinvesticatethereasorfor thealertandtheconclusionghatcanbedravn
from it e.g.,by invoking a context menu(see®g. 7 for illustration). Subsequently
shemaywish to invoke a veri®cationprocedurgseet6) which allows herto con-
®rm the authenticityof themail. It is worth notingthattechnicallythe authenticity
of thekey would be veri®edthatthe sendeof the highlightedmail used.However,
Alice would have theillusion thatthe veri®cationrefersto the mail ratherthanthe
keys. Basedon the outcomeof the veri®cation procedure Alice may de®nethe
mail (or ratherthe underlyingkey) astrusted.Oncea key of Bob is trustedto be
authentic(andmarked appropriatelyin Alice's securitystate)thattrust extendsto
all keysthatBob introduceswith thetrustedkey (see®g. 2 again).

Input of Policy Decisions If Bob's key is unavailableto Alice atthetime when
Alice wishesto sendhim mail thencurrentmail securityimplementationsypically



alertAlice by raisinganalertpanel.The panelthenrequireshatAlice con®rmsor
cancelghesendoperatiorby amouseclick. ThatforcesAlice to divertherattention
to handlingtheinterruptionbeforeshecanproceedvith heroriginalwork process.
If Alice is an unexperienceduserthen she may even be forced to switch input

modalities(e.g.,from keyboardto mouse)in orderto handlethe event. It is less
intrusive to communicatehealertby highlightingBob's mail addressppropriately
while Alice enterst. Forillustration,see®g. 8. Bob'saddresss displayedn reverse
videoto indicatethefactthathis key is unavailable.Alice maythendecideto keep

or deleteBob's addresgor to ignorethe event) without a majorinterruptionof her

task.

Additionally, we consideranalogiedo the physicalworld whenrequiringinput of
policy decisiond.e., which alternatve actionis to be taken whenno key is avail-
ablefor amail's intendedrecipients.In the physical world, we sendpostcardsor
letters.Postcardsirereadableby anyoneinvolvedin the delivery processandcon-
sequenththeexpectationof con®dentialityis low whensendinghem.Lettershave
beenopenedregularly (and re-sealedmperceptibly)for reasonsof counterespi-
onageduringthe SecondNorld War [21], andthereis noreasorto believe thatlet-
tersarenot interceptecandreadtoday However, for all practicalpurposesletters
offer a higherdegreeof con®dentiality and consequentlyhe users'expectations
of con®dentialityare higheraswell. Electronicmail sentin cleartext resembles
postcardsvhereagencryptednail resemblegetters.

Consequentiallywe substitutehe common“Send” button by two buttons:a“Send
aspostcard’anda “Sendasletter” button (seealso®g. 8 for illustration). Thefor-
merencryptamail for all recipientsvhosekeys areknovn andsend<leartext to all
otherrecipientswhereadhe latter sendsencryptedmail to thoserecipientswhose
keys areknown andno mail to all otherrecipientsin eithercasemail is encrypted
automaticallywhenerer akey is available.In orderto preventusersfrom inadver-
tently notsendingmail to aparticularrecipientwhosekey is unknavn, the“Sendas
letter” buttonis highlightedif the key of oneor morerecipientss unknavn. As in
the caseof handlingalerts,this approactcorveys all necessarynformationto Al-
ice without necessarilydemandingadditionaluserinteractions Sendingmail still
only requiresoneclick andno alertboxesinterruptAlice's work tasksubsequent
to sendinga mail—all securitypolicy decisionsaaremadebeforehand.

6 Binding Keysto Identities

Above, we describechow mail canbe protectedagainstunauthorizednformation
releaseandmodi®cationin a fashionthatis largely transparenandnon-intrusve.
Although, we have not obtainedabsolutesecurity—adeterminedadversarywho

manageso interceptthe ®rst key exchangebetweenAlice andBob maylauncha
MITM attackagainstthem,andmayevenevadedetectiorfor anunspeci®egeriod
of time. Thereasonis thatour approactdoesnot, in a strongsensebind a key to

theidentity of its legitimate owner We expectthat Alice andBob achieve sucha

strongbinding by verifying their keys over anauthenticate@¢hannel.



A legitimatequestiononemay askis whetherthatapproachs a scalableandwhat
burdenis placeduponuserdy it. Below, we presentesultsof ananalysisof users'
mail behaior thatwe conductedo ®nd ananswetrto saidquestionMore precisely
we analyzedhe setupcostsandthe continuouscostsof pairwisekey veri®cation:

(1) the setupcostsare measuredy the size of the peergroupthata subjecthas
whenthe systemis introduced,;

(2) thecontinuouscostsaremeasuredby therateatwhich the subjectencounters
new peers.

Our results,which we summarizeandinterpretbelow, led usto believe that pair-
wise key veri®cationmay indeedbe scalable Furthermorethe analysisleadsto a
greedyalgorithmwhich maximizesthe securitybene®tperkey veri®cationsothat
userscandetermineanoptimaltrade-of betweertheir desiredevel of securityand
interactionoverhead.

6.1 Materials and Methods

We developeda setof tools (usingJava, Perl,MatLab,gnuplot,andBourneShell)

to analyzemail storedin IMAP, POP3and®le systembasednail drops(mboxand
relatedformats).A scannemrxtractsthe To, Cc, Bcc, Reply-D, Date, Refeences,
andin-Reply-D header®f all mails.Electronicmail addresseareanorymizedby

substitutingthemwith a runningidentity number(*ID”) thatis the samefor equal

addresses£quality of emailaddressess determinedoy a lower-casecomparison
of theirlocal partanddomain[12].

EachlD standsfor a potentialpeerof the mail owner (for easeof descriptionwe
referto the mail owner asAlice). A peerof Alice is a communicanwith whom
Alice hasa bidirectionalcommunication.e., Alice sentmail to her peerandthe
peersentmail to Alice (or vice versa).Ourtoolsdetermineghe setof Alice's peers
accordingto thefollowing rules:

(1) Alice providesherown addressefneor mary)
(2) A mailis ananswerif it hasa Referencesr In-Reply-To header
(3) A sendeiis acommunicantvho sentmail to Alice
(sendere FromU Reply-To andAlice € TouU CcU Bco)
(4) A strongsendeiis acommunicantvho repliedto Alice
(senderc Fromu Reply-To andAlice € To andthemail is ananswer)
(5) A receveris acommunicanto whomAlice sentmail
(Alice € FromuU Reply-To andrecever € ToU CcU Bco)
(6) A strongreceveris acommunicanto whomAlice replied
(Alice € FromU Reply-To andrecever € To andthe mail is ananswer)
(7) A peeris astrongsenderastrongrecever, orin senden recever
(8) A peeris not amailinglist e.g.,anaddresshatincludes:
majordomo@ Jistserv@ ,-request@;list@, etc.

For eachmail andeachsenderandrecever referencedherein,our tool generates
a samplewhich consistsof the communicans ID andthe time stampof the mail



thatis extractedfrom its DateheaderNext, doubleentriesareremovedwhich may
occure.g.,if mail is ®led multiple times.Finally, we eliminateall sampleghatare
not peersandall sampleswith an ageof morethantwo yearsmeasuredrom the
mostrecentsample.

Threecumulatve distributionsarecomputedrom theremainingsetof samples:

(1) percentof mail exchangedvith n < x peers;
(2) percenbof weekswheremail wasexchangedvith n < x peers;
(3) percenof weekswheren < x new peerswereobsened.

Multiple setsof sampleqonesetper mailbox owner) arecombinedby averaging
the valuesof the distributions. The outputarethe meany for eachpositionx and
thestandardleviationsfor samplesabove (s;) andbelow (sp) themean.Theresults
areplottedas:f 4(x) = ¥(X) + Sa(x), f (X) = y(X), andf ,(X) = y(X) — Sp(X).

6.2 Description of Study

We generateda Web pagefrom which our mail drop scanningtool and instruc-
tions for its installationand con®gurationcould be dovnloaded.The subjectswe
invited to participaten our studywerecolleaguestellow researchergndstudents
at TechnicalUniversity Darmstadt,Fraunhoferinstitute for ComputerGraphics,
andthe PeterKiewit Instituteat the University of Nebraskeaat Omaha.Overall 34
individualsrespondedby sendingustheir anorymizedmailboxextracts.The sizes
of the samplesetsvaried considerablyas someparticipantswere communicating
signi®cantlymoreby mail thanothers.For instancethe participantwho provided
the largestdatasets a systemadministratorresponsiblgfor an IT infrastructure
thatsenesabout200researcherstudentsandIT personneatspin-of companies.
Otherparticipantgincludingthe authorswho alsoprovided sampleshreactively
engagedin collaboratve researclandprojectwork.

We sortedthe datasetdy the numberof samplesour tool extractedfrom eachset
andchosethe 17 setswith thelargestnumbersf samplesexpectingto obtainmore
reliableresultsthanwould probablyhave beenthe casef thesmallerdatasetsvere
included.All retaineddatasetfiadmorethan750samplesafterapplyingour ®lter
procedureTablel liststhesizesof theextractedsamplesandthesampleghatwere
retainedaftersamplesf non-peersvereremoved.

Theresultsof ouranalysisaredisplayedn ®g. 9. We foundthaton averages0% of
all mail wasexchangedvith 10 or fewer peers(min(x € N | f (x) > 0:5) = 10),
andwith 21 or fewer peersin our “worstcase”scenariomin(x € N | f,(x) >
0:5) = 21). In 50% of all weeks,the numberof peerswith whom subjectsex-
changedmail was 10 or fewer on averageand 22 or fewer in the worst case
(fp(22) ~ 0:545). In 50% of all weeks,subjectsencountere@ or fewer peerson
average(f (1) ~ 0:47) and3 or fewer in theworstcasescenaridf p(3) = 0:54).

6.3 Inter pretation of Results

Our analysisis basedon subjects'sared mailboxes, which necessarilycapturesa
limited view ontheir actualcommunicatiorsincethey almostcertainlyhave stored
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Fig. 9. Graphs of cumulative distribution functions of mail statistics. Left: the cumulated
percentage of exchanged mails (ordinate) is plotted against the number of peers (abscissa)
with whom the mails were exchanged. Middle: The cumulated percentage of weeks (or-
dinate) is plotted against the number of different peers per week (abscissa). Right: The
cumulated number of weeks (ordinate) is plotted against the number of new peers encoun-
tered per week (abscissa). The graphs generally answer the question, whether in y percent
of all cases a given condition held for = or fewer peers.

filtered all ratio filtered all ratio filtered all ratio
2651 3624 0.73 2072 3184 0.65 7657 13007 0.59
18650 29695 0.63 2766 3453 0.80 783 1727 045
2473 3926 0.63 3359 3785 0.89 5076 9721 0.52
2463 3225 0.76 4031 4521 0.89 1204 2259 0.53
874 1265 0.69 1604 2073 0.77 8194 11431 0.72
8349 14484 0.58 2465 7171 0.34

Table 1

Numbers of extracted samples per dataset/user (“all”), number of selected samples which
can be attributed to bidirectional communication (“filtered”), ratio between extracted and
selected samples per dataset.

sentandreceved mail selectvely. On the otherhand,the type of subjectswhose
mail communicationve analyzedusesmail more professionallyandlikely more

extensvely than private non-commercialisers.lt is probablyfair to saythatthe

resultswe obtainedare an upperboundof whatwe could expectto seewhenan-

alyzing the mail communicatiorof privatenon-commerciatisers,a view thathas

beencon®rmedby occasionalnformal interviens we conductedwith suchusers.
Judgingby our results,it appearghat:

(1) areasonablysmallnumberof key veri®cationswould be requiredto achieve
an“ideal” level of securityfor the majority of all exchangednail;

(2) afairly small numberof key veri®cationswould be requiredon an ongoing
basisto achieve an“ideal” level of securitywith new peers.

Also, our resultsmustbe interpretedin the light of the actualthreatlevel. Users
may notfeel—norhave—theneedto verify their keyswith all of their peerswhich
furtherreduceghe costsof obtaininga level of securitythatis comparableo (or
evenexceedghatof) certi®catesssuedby a certi®cationauthority



6.4 GreedyBinding

Theanalysisve conductedasedn subjects'savedmail canbeimplementedasan

ongoingproces®.g.,in aMUA or in amail securityproxy. Thatprocessnaythen

displayondemandarankedlist of Alice's peerdor whomakey veri®cationwould
provide themaximum‘“utility .” In otherwords,theprocessvould suggesthepeers
with whomthe largestamountof mail is beingexchangedandwith whomno key

veri®cationhasyet taken place.The MUA may additionally visualizea security
“score” (e.g.,the percentagef mail thatis exchangedsecurely)which may spur
a specialeffort of the userto increaseone’s securityso that the “high score”is

reachedin analogyto playinga computergame).

Human-computeinteraction(“HCI”) supportfor key veri®cation opensseveral
avenuedor furtherresearctanda wealthof alternatvescanbe explored.lIt is not
our objectie to give a completesolutionin this paper we ratherwish to stimulate
furtherresearchn this directionbelow.

For instance,Andersonand Lomasdevised a schemeto fortify key negotiation
with passwerds by combininga collision resistantone-way hashfunction with a
collision-richhashfunction[3]. Shortpasswerdscanbeexchangecdeasilyin atele-
phonecorversationmucheasiethana 160bits key ®ngerprint. While ashortpass-
word doesnot provide the samelevel of security the oddsof anadwersarybeing
ableto forgetheprotocolshouldbeadequatelgmallfor thegiventhreatlevel. Pro-
tocolswith similar objectveswere devised by Bellovin andMerritt [7] andKatz
et al. [22]. At the time of writing, suchprotocolshave beeninvestigatedprimar
ily from the perspectie of cryptographicstrength We argue that an investigation
of usability issuesof suchprotocolshasmerit. In a similar vein, userinteraction
supportfor interlock protocolsbasedn personakntrogy [15] canbeexplored.

Lastnot least,the relative rate at which usersexchangemail is not the only con-
celvablemetricto optimizethe ratio of interactionandsecurity—othebehaioral
or information-theoretienetricsmaybe applicable.

7 RelatedWork

Thetensionbetweersecurityandusabilityhaslongbeenrecognizedyetinterestn

thattopic appearso have gainedmomentunrecently[5,14,19,25,31,36]Yee[36],

SmettersandGrinter[31] advocateanapproactwhereuseractionsimplicitly trig-

ger securitypolicy decisionsbasedon the assumptiorthat userintentioncorveys

policy choicestowardsachiezing a particulargoal. This approachis further ex-

ploredby Balfanz[5] in theWebcontect. We arein favor of thisapproachalthough
it is of limited expressvenessn the mail context where sendingor not sending
mail arethe primary choices.In this sensewe alreadystretchedhe limits of im-

plicit authorizationby suggestingwo alternatve sendbuttons(metaphorof mail

transportwhich bothcorvey differentsecuritypolicies.

With respecto communicatingasystems securitystateto users PourishandRed-
miles[14] follow anapproachhatincreaseshe amountof contectual information



a usermustcopewith, in the expectationthat this improves his intuitive under

standingof the system.We, on the other hand,seekto minimize the distraction
a userfacesdueto securityoverhead Our approachbearssomesimilarity to the
stagingapproachdescribedy Whitten and Tygar [33]. Both approachegive the
userthefreedomof choicewhento improve his security eitherby verifying keys or
by progressingdo the next stage However, Whittenand Tygar expectthatthe user
eventuallymasterghe conceptof certi®cation somethinghatwe avoid entirely.

Gutmannadwcateshatthe choiceof trustedcerti®catesn a Web browseris left
to the users InternetServiceProvider [19]. This simpli®esthe operationof Web
securityfor the userbut alsoreduceghe securitybene®tswhencomparedo the
casein whichtheuseris in control.

The Secue CommunicatiorSysten(*Secos”)[1] providessecuremail andother
servicesin a uni®ed application.At the time of mail composition,usersreceve
feedbackwhethermail canbe sentsecurely Secosrelieson a Web of Trustaug-
mentedby a certi®cationauthority A “best efforts” approachsimilar to oursis
supportedalthoughwithouttransparenkey updatesor a key history.

The approachof Levien et al. [23] towardstransparentnternetmail securityre-
quiresaformalizationof trustby certi®catesandexplicit policieswhichis the op-
positeof whatwe aimto achieve. We believe thattheirconcepis closerto theguard
approachrequentlyencountereth military settingsAnotherrecentinstancenf the
guardapproachs describedy Wolthusen35]. Ourapproachalsodiffersfrom the
oneof SchneierandHall [30], which accountdor public keys with a limited life-
time, but limits its discussiorof key managemertb passwrddisciplinesRecently
Bonehand Franklin [9] presenteda practicalidentity-basedencryption(“IBE”)
schemeHowever, IBE requiresatrustedpartyfor thecomputatiorof privatekeys.
This again hasthetype of trustimplicationsthatwe seekto avoid.

Arkko andNikander[4] formalizethe notion of weak authenticatiorand discuss
the economiampactsfrom the attacler's point of view. The secureshell (SSH)is
a typical examplewhich follows the leap-of-fith methodin thatit alertsusersof
key changesHowever, SSHdoesnot supporttransparentoll-over of keys. Appli-
cationsof weakauthenticatiorarediscussedn the ad hocwirelessnetworks[32]
andthe IPv6 community[11].

Bentley et al. [8] developeda securitypatchfor sendmailwhich opportunistically
encryptsSMTP sessionbetweerMTAS, yet doesnot provide end-to-endsecurity
Stream[17] usesSMTP and POPproxiesthat transparenthjhandleencryptionon
behalfof the MUA. It thusprovidesend-to-endsecuritywith a zerouserinterface.
However, Streamdoesnot supportdigital signaturesior key updatesThe Enigma
systemof Brown andSnawv [10] hasa similar proxy architectureEnigmaadheres
to the PGPformatin contrastto Streamand our systemwhich both encodeall
cryptographidnformationin proprietaryemailheaders.



8 Conclusionsand Futur e Work

It hasbeenwidely acknavledgedthatsecurityis asmuchahumanfactorsproblem
asit is a technicalone,and someauthorseven suggesthat retro®tting usability
to existing securitymechanismss no morelikely to be successfuthanretro®tting
securitymechanismso existing applicationd31].

In this paper we presentedan innovative designapproachtowardsnon-intrusve
securamail which considerssecurityandusability trade-ofs for a particulargroup
of usergprivatenon-commercialisersof mail) from theoutsetandis closelymod-
eledalongthelines of prudentengineeringulesfor designingprotectionmecha-
nisms[27]:

The designshould be assimple and small aspossible: A major sourceof tech-
nicalandoperationatompleity—public key infrastructure®r aWebof Trust—
are avoided in our approachWe separatekey exchange(which is performed
transparentlyfrom binding keys to identities (which becomesa trade-of be-
tweenusabilityandsecuritythatthe usercanmake at his own discretion).

The mechanismshould have fail-safe defaults: Mail is encryptedtransparently
and automaticallywhenerer possible.The usermustonly decidehow mail is
handledfor recipientsfor whom no suitablekey is known. Only active attacks
will succeedandonly if theadwersarylaunchesa MITM attackprior to the®rst
mail exchange Evenin the caseof a successfuhttack,it is infeasiblefor the
adwersaryto leave thecommunicatiorchannelundetected.

The mechanismshould be easyto understand and use: Requireduser interac-
tionis keptataminimumandis unintrusve. Theuser(i.e., Alice) hasthechoice
to continueher work task uninterrupted All interactionmetaphorsare based
on conceptsand mentalrepresentationwith which Alice is familiar. Basedon
statisticsof her mail communicationshecan elevate her security(e.g., detect
MITM attacks)in a greedyfashion:the softwarerecommendgpeerswith whom
akey veri®cationhasthe greatestmmediatesecurity“utility .”

Our approachalsoadherego prudentpracticeaspostulatece.g.,by Norman[24]
andBalfanzetal. [6]. Ourmainthesisthelow comparatre bene®t/costatio of cer
ti®cation infrastructuredor private non-commercialisers,andthe potentialscal-
ability of pairwise key veri®cation,is supportedoy the reductionin userinterac-
tionsthatour approachachiezesaswell asby the resultsof a studyof users'mail
communicationthe resultsof which we presentedn the paper We concludethat
securityandusabilityof mail is not necessarilynutuallyexclusive if bestpractices
in thedesignof secureandusablesystemsareadheredo dilligently.

We regard threedirectionsfor future researchas particularly promising:®rst, in-
novative human-computeinteractionsupportfor usablekey veri®cation;second,
®nding alternatve andimproved metricsto maximizeusers'securityper interac-
tion in a customizecandadaptve fashion;third, innovative approacheso provide
userinterface “incentives” which promoteubiquitous“best effort” securityas a
baselevel of (mail) protection.
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