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Abstract

Support for strong electronic mail security is widely available yet only few communicants
appear to make use of these features. Apparently, the operational overhead of security out-
weighs its perceived benefits. Towards increasing the benefits versus overhead ratio we
follow an approach that considers security and usability tradeoffs from the outset. We sep-
arate key exchange from binding keys to identities. The best effort key exchange and key
maintainance scheme that we devise operates transparently for the user. We also describe
complementary visualization and interaction techniques that communicate the security state
of sent and received mail to users in a non-intrusive fashion. Towards a practical assessment
of the overheads of binding keys to identities, we conducted a quantitative analysis of users’
mail behavior of which we present the results. We argue that for individual non-commercial
users, out-of-band verification of keys could be more economical than building trust in pub-
lic key certificates issued by third parties.

Key words: Security engineering, usability and security, secure electronic mail, human
computer interaction, transparent encryption, transparent digital signatures

1 Intr oduction

A multitudeof mail useragents(“MUA”) andmail transferagents(“MTA”) with
supportfor encryptionand digital signatures,and supportingpublic key infras-
tructures(“PKI”) have been—andstill are—researched,developed,anddeployed.
However, it is generallyagreedthattheamountof “secure”electronicmail (brie�y ,
securemail) is only a negligible fraction of the total amountof mail. The obvi-
ouslackof suf®cient incentivesfor securingmail hastwo reasonableexplanations.
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First, the anticipatedbene�ts of securemail are too low, or second,the costsof
applyingtheexistingsecuritytechnologyaretoohigh.

Thebene®tsappearto be low if the threatperceptionis weak,which is generally
thecase.Althoughmany subjectsmaybeawareof potentialeavesdroppingontheir
mail communication,they maydismissthatasimprobable(“I'm notsoimportant”)
or they maybeunbotheredby it (“I have nothingto hide”) [20]. Consequently, the
costsof securitymustbelow aswell for securityto beattractive.

Thecostscanbemeasuredin monetarytermsor in termsof theoverheadusershave
dueto securitytechnology. Monetarycostscanbediscountedsincenumerousfree
andaffordablecommercialmail encryptiontoolsareavailableor encryptioncapa-
bilities comewith thesoftwareatnoextramonetarycost.Thecostsaredetermined
primarily by thecognitiveeffort required to operateelectronic mail security. This
implies thatusersinstall thenecessarysoftwareandgeneratecryptographickeys.
Thedif®culty lies in exchangingkeys,building trustin thereceivedkeys,authoriz-
ing cryptographicoperations,andin diligently andcompetentlyreactingto prompts
andwarningsof thesecuritysoftware.However, themajorityof usersonly haslim-
ited understandingof the underlyingtrust modelsand concepts(seee.g., [13]).
Consequently, they avoid or improperlyoperatethesecuritysoftware[34].

Thissituationis not likely to changein theforeseeablefuture,andleadsresearchers
to believe thata trade-off betweensecurityandusabilitymustbemadein favor of
usability. This may yield a level of securitythat is lessthanperfect,but which is
still “good enough”[28]. SmettersandGrinter are ratherstraightforward in this
respect,andask“if you put usability®rst, how muchsecuritycanyou get?” [31].
Webelievethatthesecommentsmarkaprofoundchangein thewaymany “secure”
systemswill beengineeredin thefuture.Ratherthanbeingdrivenby aconservative
assessmentof threatsandsecurityrequirements,the safetyandusability of such
systemswill beat thefocusof many low to mediumrisk applicationareas.

Theresearchquestionthenbecomeswhattheoptimumtrade-off shouldbeandhow
thesecuritybene®tsaremaximizedwith minimumdamageto usability. We argue
that public key certi®catessignedby intermediaries(e.g.,certi®cationauthorities
(“CA”) with limited or nonexistentliability, or peersin PGP'sWebof Trustmodel)
anddigital signaturesaccountfor aconsiderablecognitiveor operationaloverhead,
but they contributemarginally to thepracticallevel of security. By eliminatingthese
primitives, the costsversusbene®tsratio canbe improved. Towardsmoreuser--
friendly securemail,weexploreanon-intrusiveapproachthatworkswithouteither
of theseprimitives,andratherfocuseson transparentmessageencryptionandin-
tegrity protection.In ourapproach,weseparatekey exchange from bindingkeysto
identities.

Wetakeanin-depthlook at theimplicationsthischoicehasonsecurityandusabil-
ity. Particularly, this enablesusto implementa largeportionof thesecuritymech-
anismsin a transparentandopportunistic(e.g.,besteffort) fashionwhile binding
keys to identitiesbecomesa trade-off the usercanmake at his or her discretion.



Part of our approachmaybecomparedto an intrusiondetectionsystembasedon
principlesof cryptographiccoherence:mail from a peeris securedwith thesame
key asprior mail unlessanew key is introduced,andanew key mayonly beusedif
it is introducedwith akey thathasbeenusedbefore.Acceptanceof theinitial key is
a“leapof faith” [4]. In a“greedy”fashion,faithcanbecon®rmedby verifying keys
in anorderthatmaximizesthesecuritybene®tsperinteraction.For this purpose,a
user's communicationbehavior andsocialnetwork is monitored.Onemetric that
we apply is theamountof mail exchangedperpeer:verifying thekey of thepeer
with whommostof themail is exchangedhasthegreatestimmediatequantitative
bene®t.Although,this is only a®rststep.Researchin theinformation-theoreticand
psychologicalfoundationsof applicablemetricswill certainlybeaninterestingand
rewardingendeavor.

We believe that opportunitiescomealongto build moreeffective userinterfaces.
Ratherthanleadingusersto theMinotaurof cryptologyandpublic key infrastruc-
tures(e.g.,by educatingusersin theartof encryption[33]) or eliminatingall direct
control (e.g.,by delegating all responsibilitiesto a transparentproxy [10,17]) the
choresof securecommunicationcan be broken down into pieceswith a clearer
focusandpurpose.

2 Background

We begin this sectionby summarizingour threatmodel.Our engineeringeffort
is directedat makingsuitabletradeoffs betweensecurityandusability. As partof
our analysiswhat suitabletradeoffs might be, we look at the economicsof con-
temporarydefensemechanismsin the light of prudentengineeringprinciplesfor
thedesignof secureinformationsystems[27]. Theconclusionswe draw from our
analysisguidesthedesignchoiceswemake in subsequentpartsof ourpaper.

2.1 Thr eatModel

Wefocusonindividualnon-commercial usersof electronicmail (brie�y , mail) e.g.,
Alice andBob who communicateby mail from their homes.Both connectto the
Internetthrougha telecommunicationsprovider (“Telco”) andan Internetservice
provider(“ISP”). Alice sendshermail by transactingwith amail exchanger(“MX”)
e.g.,asendmaildaemonrunby hermail provider. Enrouteto Bob,hermail maybe
forwardedseveraltimesfrom oneMX to anotheruntil it is deliveredto Bob's mail
drop.Themail dropstoresmail for Bobuntil heretrievesit with hismail cliente.g.,
by meansof thePOP3or IMAP protocolsor a Webfront end.Figure1 illustrates
thatmodel.Wedistinguishbetweenthreeclassiccategoriesof threatsassuggested
by Anderson[2]:

Unauthorized information release:Theadversary, Mallory, interceptsandreads
mail sentby Alice to Bob. Wedonotaddressthethreatof traf®c analysis,thatis
beyondourscope.
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Fig. 1. The physical and logical path (dotted extension lines) of an e-mail from Alice to
Bob. Each entity besides Alice’ and Bob’s PC can collaborate with the adversary in an
active or passive attack. Additionally, the adversary may tap the communication channels
between these entities (a passive attack).

Unauthorized information modi�cation: Mallory modi®esmail sentfrom Alice
to Bob while it is in transitor in storage,or shesendsmail to Bob thatis forged
in thenameof Alice.

Unauthorized denial of use: Mallory can prevent Alice from sendingmail to
Bob, or can prevent Bob from receiving mail from Alice. Note that a power-
ful adversarycanalwaysdeny servicee.g.,to Alice by saturatingor severingher
communicationchannels.Welimit ourselvesto denialof servicethroughregular
interactionwith Alice's andBob's mail systeme.g.,by sendingthemforgedor
unsolicitedmail.

Mallory mayor maynot collaboratewith any of theentitiesinvolved in forward-
ing or storingmail with their consent(e.g.,implied by searchwarrant)or without
their consent(e.g.,becauseMallory compromiseda MX or evenBob's computer).
Mallory maylaunchpassive attacks(eavesdroppingonly) or active attacks(which
involve themodi®cationor generationof messages).

Although we discussthreatsand countermeasuresin termsof Alice and Bob, a
particularpair or users,our intention is to addresslarge scaleattacks.In other
words,Mallory attacksmultiple mail “sinks” for a mail “source,” multiple mail
sourcesfor amail sink,or multiplesourcesandsinks.

2.2 Potential Tradeoffs

Beforewediscusstradeoffs betweensecurityandusabilitythatwehave identi®ed,
we would like to brie�y recitea few prudentengineeringrulesfor designingpro-
tectionmechanismsasSaltzerandSchroedersummarizedthemin [27]:

(1) Thedesignshouldbeassimpleandsmallaspossible.
(2) Themechanismshouldhave fail-safedefaults.
(3) Themechanismshouldbeeasyto understandanduse.

From an economicor rationalperspective, public key certi®catesareworthwhile
if their bene®tsoutweightheir costs.Theprimarybene®tof certi®catesis thepre-
ventionof impersonationattacksby activeadversarieswho substitutetheir keys
for the keys of legitimate users.For comparison,public key cryptography with-
out certi®catesfoils passiveeavesdropperscompletely[15], andit uncoversactive
adversariesunlesstheadversaryinterceptsandre-encodesall mail at all times,par-
ticularly at thetimewhenthecommunicants®rst exchangetheir keys.



In orderto ful®ll theirobjective,certi®catesrequireacomplicatedpublickey infras-
tructure(“PKI”) which is typically backedby certi®cationauthoritieswith limited
or nonexistent liability (comparee.g., [19,16]). Building trust in certi®cates,ex-
changingkeys,andmanagingkeysaccountsfor themajorityof theinteractionsand
decisionsthat interferewith the goal orientedtasksof a user, andwhich the user
hasdif®cultiesto understand(comparee.g.,[13,19,34]).

SinceaPKI seemsto beneithersimple(rule1) norparticularlyeasyto understand
anduse(rule 3), we decidedto investigatewhat it would take to achieve adequate
securitywithout thatprimitive. Our objective is not to attain100%securitybut to
attainsigni�cantly improvedsecurityatahighdegreeof usability,

Our ®rst measurewasto separateconcernsthatwould beuniquelyaddressedby a
PKI, whichis theprocessof bindingakey to anidentity. Oncethatwasdetermined,
otherseparationsof concernsfollowedsuit:

(1) exchangingkeysandmaintainingcurrentkeys
(2) protectingmail
(3) communicatingandrespondingto potentialsecuritybreaches
(4) optionallybindingkeys to anidentity

Here,“binding” impliesveri®cationof anadhocassociationbetweenakey andan
allegedidentity. For aslong asthe useris not concernedaboutactive attacks,he
or shemay disregard the binding andtrust the ad hoc association.This doesnot
necessarilymeanthattheassociationis not trustworthy, eachconcernhaselements
thatattemptto detectsecuritybreachesbasedon certaincoherenceprinciplesthat
we de®nealongwith our mechanisms.For instance,if Alice usespublic key k in
her communicationwith Bob thenshemay not usepublic key k0 6= k unlessshe
introducedk0 andprovedthatsheknows theprivatekeys thatbelongbothto k and
k0. A variety of moregeneralcoherenceprincipleshave beensummarizednicely
by Arkko andNikander[4] underthenotionof weakauthentication.

In summary, ourapproachis to makekey exchangeandencryptiona largely trans-
parentdefaultbehaviorandto designprotocolsthatmake it dif®cult for Mallory:

(1) to initially compromiseacommunicationchannel,
(2) to maintaincontinuouscontrolover thechannel,
(3) to leave thecompromisedchannelundetected,

evenif nobindingbetweenkeysandidentitiesis providedthroughaPKI. Thereby,
weaimto reducetheoverhead(costs)associatedwith theoperationof mail security
to adegreewheremail securitybecomesubiquitous.At thesametime,weraisethe
risksandcostsof successfulattacksso thata rationaladversarymustconcentrate
his or her resourceson a smallnumberof targetswith a high overall yield — and
thus doesnot invadethe privacy of non-commercialindividual userson a large
scale.
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Fig. 2. Key structures are kept in doubly-linked lists. Each successor key is introduced by
its predecessor. A key can be flagged as trusted. The flag carries forward, which means that
a successor key with no flags set inherits the flag settings from its predecessor. A trusted
flag indicates that the key has been successfully bound to an identity.
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Fig. 3. Alice keeps a structure for her peers e.g., Bob. The peer key is the most recent key
that Alice received from Bob. The self key is the most recent key of Alice that Alice saw
Bob use. The sent key is the most recent key that Alice sent to Bob (but Bob may not have
used that key). Whenever Alice sends a more recent key (e.g., Z) to Bob, she introduces
that key using the self key.

3 Exchangingand Maintaining Curr ent Keys

Our ®rst concernis to distributepublic keys thatcanbeusedto preventunautho-
rizedinformationreleaseor modi®cation.At thispoint,wearenotconcernedabout
thebindingof a key to an identity, we cover thataspectfurtherbelow in §6. That
enablesusto designtheexchangeof public keys in a fashionthatis entirelytrans-
parentto users,unlessof coursethereis evidenceof a potentialattack.The(fully
automatic)key exchangeprocessof Alice (“K ex”) hasthreeduties:

(1) maintainthe“securitystate”of Alice, which is theknown setof keys, peers,
andtheir relationships;

(2) decidewhich keys mustbe usedandwhich keys mustbe exchangedat any
givenpoint in time;

(3) updatethesecuritystatebaseduponthekeys thatarereceived;

Theprincipal ideais to designKex suchthatupdatesof thesecuritystate(in other
wordsa “transition” in the statespace)occuronly if the new stateis at leastas
secureasthepreviousstate.A transitionis triggeredif, aspartof amail, anew key
is “introduced,” which requiresamessageof thefollowing form: 1

Bob→ Alice : {“Bob” ; “Alice” ; t; h(kold); knew} signedwith k � 1
old ; k� 1

new

1 For simplicity, we assume that the same key pair is used for signing and encryption, as is
common practice e.g., in S/MIME [26] applications. The approach can readily be extended
to support dual key pairs.



Here,t is thecurrenttime, k � 1 is theprivatekey of Bob, andk is his public key.
In practice,“Alice” and“Bob” denoteAlice's andBob's canonicalmail addresses.
WhatBob tells Alice is thathewishesto replacehis olderkey kold with themore
recentkey knew. As ashorthand,wewrite kold � knew, providedthatthesignatureis
valid, andkold 6� knew otherwise.The®rst key is introducedself-signedi.e., kold is
empty. Old keys andtheorderin which they wereintroducedarekept (see®g. 2)
until they arenotreferencedany longerin apeerstructureandaregarbagecollected
e.g.,basedonexpiry timeandstoragequotas.

Kex interceptsincomingmail andprocessesany valid key introductionscontained
thereinusing threetypesof data(see®g. 3) that togethercomprisethe security
state:

(1) thelist of Alice's key pairsorderedby recency
(2) for eachpeer(e.g.,Bob)hisassociatedpublickeysorderedby recency
(3) apeerstructurefor eachpeer

Peerstructuresarepersistentandcreatedondemandwhenthe®rstmail of apeeris
received.For instance,thepeerstructurethatKex keepsonBobstoresthefollowing
information:

self: themostrecentkey of Alice thatBobusedto protecthismail to Alice;
sent: themostrecentkey of Alice theKex introduced(sent)to Bob;
peer: themostrecentkey of Bobknown to Kex;

WhenKex receivesk � k0 it enforcesa simplerule. If no key is known for Bob
thenaself-signedkey is acceptedasBob's initial key andanassociationwith Bob's
identity is formed.Otherwise,if k is theknown key of Bobthenthatkey introduces
k0whichbecomesthenew mostrecentkey of Bob. Of course,theintroducedkey k0

mustnotalreadyexist in Alice'ssecuritystateor elseanerroroccurs(thatprevents
the inadvertentor adverseintroductionof loopsin thehistoryof keys). If anerror
occursthenKex tagsthemail thatcontainedthekey introductionwith adescriptive
errorcode.

Kex alsointerceptsoutboundmail anddeterminesfor eachrecipientwhetherakey
mustbeintroduced(e.g.,if Bob hasnot yet usedany of Alice's keys or usesa key
that is outdated).OnceKex selecteda key for introduction,it keepsintroducing
thatkey with themostrecentkey of Alice thatBob knows until Bob beginsusing
theintroducedkey. At this point,Kex eitherstopsaddingkey introductionsto out-
boundmail or startsintroducingamorerecentkey of Alice (if suchakey hasbeen
generatedmeanwhile).

Figures4 and5 give a morepreciseandformalpresentationof how Kex processes
incomingandoutgoingkey introductions.Theprocessesaredesignedto keepAl-
ice'sandBob'ssecuritystatessynchronizedevenif anactiveadversarydropslegit-
imatemailswith key introductions,or reorderssuchmail.

Security Obviously, a valid key introductioncanbecomputedonly by someone
whoknowstheprivatekeysthatcorrespondto bothpublickeys,theold andthenew
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Fig. 4. Decision graph for incoming key introductions k � k0. Note that in a self-signed
key introduction the old key k is nil. If no peer key is known then peer is also nil (compare
fig. 3). This allows a very compact presentation of the graph.
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Fig. 5. Decision graph for outgoing mails. The peer, self , and self variables refer to the
peer data structure that we introduced in fig, 3. As an invariant, the sent key must always
be at least as recent as the self key.

one.Alice doesnot reallyknow whetherBobor Mallory sentthekey introduction,
Mallory could have generatedboth the old andthe new key. However, by simple
inductionwe can then reasonthat Alice musthave received the ®rst self-signed
key with Bob's nameon it from Mallory (for now we disregard the possibility
that Bob adverselyor inadvertently disclosedhis private key to Mallory or that
Mallory hasbrokenBob'skey pair).On theotherhand,if Alice receivedtheinitial
key introductionactuallyfrom Bob (whetheror not Alice is certainaboutit) then
Mallory cannotsendvalid key introductionsin Bob'snameunlessshebreaksBob's
key pair.

Assumenow thatMallory sentthe initial key introduction.Alice attemptsto send
mail to Bob in Mallory's key which triggersalarmson Bob's sideunlessMallory
performsa man-in-the-middle(“MITM”) attackand transcodesall suchmail. A
singlemissedmail revealsMallory's presence.OnceMallory startsher attackhe
cannotleave thecommunicationchannelbetweenAlice andBob without his pres-
encebeingnoticed.In orderto do so,hewouldhave to introduceBob's public key
to Alice which requiresforgeryof Bob's signature.Alice's advantageis thatMur-
phy's Law is in her favor — eventuallyMallory will make a mistake,perhapsdue
to a con®gurationerror, a routechange,a computerfailure,or becauseAlice and
Bob followedproceduresweoutlinein §6.

Finally, assumethatMallory brokeBob'skey. ThatmeansshecanreadBob'smail
to Alice — until Bob introducesanew key. At thispoint,securityis eitherrestored
or Mallory mustlaunchanactiveattackwith all theimplicationsdiscussedabove.

In summary, we presentedsecurekey exchangeandkey maintenanceschemethat
operatescontinuouslyand transparently on Alice's inboundand outboundmail.



No user interactionis requiredunlessevidenceof an attack is found. Powerful
active adversariesmaystill attackbut their chancesof evadingeventualdetection
arelimited.

4 ProtectingMail

Mail consistsof headersandthe mail body [12]. Both elementsneedprotection,
which is achieved by transformingthem into a separateenvelopefor eachin-
tendedrecipient.Theenvelopeconsistsof aminimalsetof headersandaprotected
body, andis sentto therecipient(e.g.,Bob) via thesimplemail transportprotocol
(“SMTP”). How exactly the envelopeis representedis largely a matterof imple-
mentationchoice.On anabstractlevel, theprocessis quitesimple.If Bob requires
akey introductionthenit is addedto themail. Key introductions,headers,andmail
bodyarejointly signedwith theintroducedkey (thesentkey) or otherwisewith the
mostrecentkey of Alice thatis availableto Bob (theself key).

Finally, if a public key of Bob is known (peer 6= nil) thenthesignedinformation
includingsignatureis encryptedwith that key andtheciphertext is placedin the
body of the envelope.The informationnecessaryfor decryption(e.g.,key iden-
ti®ers andencryptedcontentencryptionkeys) is addedwhereappropriateasper
implementationchoice.Necessaryandsuf®cient informationto ful®ll mail trans-
port requirementsarecopiedto theenvelope'sheadersection.

If nosuitablekey of Bob is known thentheaugmentedmail (andnot theenvelope)
is sent(unencrypted)or not sentat all basedon a prior policy decisionthat we
explain in greaterdetail in §5 alongwith userinteractionprinciples.

Inboundmail is processedin reverseorder, whichis amoreinvolvedprocessdueto
thevariouserrorconditionsthatmayarise.For simplicity, let “Kin” beashorthand
for thatprocess.If all applicableveri®cationoperationsturn out correctlyandthe
encryptionkey is morerecentthanthekey previouslyusedby BobthenKin updates
theself key in Alice'sview of Bobaccordingly. In caseof errors,Kin signalsthem
by addingappropriateheadersto the mail, which mustthenbe interpretedby the
MUA. In additionto ratherobviouserrorconditionssuchasinvalid signaturesand
missingkeys, therearesomesubtleconditionsthatKin mustverify. For instance,
if Boboncesentmail to Alice whichwassignedor encryptedthenany subsequent
mail without thatprotectionis �agged with anerror. Otherwise,adversariescould
simply bypassthesecuritymechanismsby sendingplain text mail, which is easily
forged.

Due to spaceconstraints,a detaileddiscussionof the processesor an exhaustive
analysisof errorconditionsandpotentialresponsesis out of thescopeof this pa-
per. The importantpoint that we wish to stress,though,is that protectionagainst
unauthorizedmanipulationor disclosureof mail contentsis the default modeof
operation.As wewill explain in greaterdetailin §5, theuseris notgiventhechoice
nottoencryptwheneverencryptionispossible.Hisdecisionis requiredsolelywhen
mail mustbesentto recipientsfor whomnovalid key is known.
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Fig. 6. The process of protecting outbound mail.

5 Key Intr oduction and User Interaction

Up to this point, our discussionfocusedon thekey exchangeandmail protection
processesthatunderpinour engineeringapproach.Most importantly, we separated
thekey exchangefrom bindingkeys to identities(in a strongsense)andwe made
transparentsignaturesandencryptionthedefaultmodeof operation.In thissection,
wediscusshow thatapproachenablesusto simplify theinteractionwith users.

The usability of contemporarymail securitysoftwareis limited primarily by two
factors:

(1) requiredinteractionswith securityfunctionsareperceived asan obstacleto
accomplishinggoal-orientedtasks(seee.g.,Sasseetal. [29]);

(2) usershave limited understandingof the conceptsthat underpintrust models
andcryptographicprimitives(comparee.g.,[13,33]).

We illustratetheselimitationswith two examples(comparee.g.,[18]). First,warn-
ingmessagesandcon®rmationboxesfrequentlyappearandmustbe“clickedaway”
whenno suitablekeys areavailableeventhoughtheusermaybewell awareof the
risksof sendingmail in theclearandis willing to acceptthem.Second,usersare
presentedunintelligible informatione.g.,certi®catecontentswhich areeasilyset
to arbitraryandsuper®ciallyconvincing valuesby adversarieswho generateself--
signedcerti®cates.

In contrast,our userinterfacedesignconceptsrequirefewer interactionsthancon-
temporaryapproaches.Welet usersinteractwith conceptsthey know (“mail” rather
than“keys”). Our objective is to provide a familiar context andmentalrepresenta-
tion [24]. All decisionsthat a usermustmake arerelatedto a purpose(e.g.,con-
®dentiality) ratherthanunfamiliar concepts(e.g.,certi®catesas the meansto an
end).Furthermore,usersarenot forcedto make decisionsimmediately, they areat
leisureto invoke securityfunctionswhendeemedappropriate(which is in�uenced
by users'curiosityor risk perception).Wecover two userinteractionaspectsin this
section:output(i.e,alertsandvisualizingstatusinformationsuchastheavailability
of aparticularkey) andinput (i.e.,makingpolicy decisions).

Alerts and StatusDisplay Users(i.e., Alice) mustbealertedfor instanceif the
key exchangeandmaintenanceprocessesdetectedincoherentkey usage,invalid
signatures,or othererror conditions.Suchalertsareassociatedwith a particular
mail thathasbeenreceived.A simpleandunintrusivemethodto alertAlice to such
an event is to highlight the suspiciousmail prominentlyin the mail displaye.g.,



Sender Subject

John Doe Re: tom’s diner
Bob Brown Re: paper request

Bob Brown Re: paper request

Sender Subject

John Doe Re: tom’s diner
Bob Brown Re: paper request

Bob Brown Re: paper request
What'swrong?
Verify
Trustthismail

Fig. 7. Mail flagged with an error e.g., as a consequence of incoherent key usage. Left:
the mail with the error is highlighted in reverse; right: a context menu is displayed upon
right-clicking the flagged mail. The context menu allows to inquire about the reason of the
error, to verify the association of a key and an identity, or to define the underlying key as
trusted (which binds the key to the identity of the sender).

No key available for address Typing in progress, key status not yet available

To: bob@brown.net, pb@cs.berk
Subject: Re: paper comments

send as
postcard

send as
letter

Fig. 8. Immediate feedback on key status through highlighting. Left: no key is known for
bob@brown.net, therefore the address is highlighted. Entry of the second address is still in
progress, no highlighting has taken place yet. Right: mail can be sent under the postcard
or letter policy. Since no key is known for at least one recipient, the letter policy yields a
conflict and is therefore highlighted.

asillustratedin ®g. 7. For example,assumethat Bob introducedhis key to Alice
in onemail, andMallory subsequentlysendsa key introductionof herown forged
key in Bob's name.However, Kex would �ag Mallory's mail with anerrorandthe
mail would behighlightedto bring thefactto Alice's attention.On theotherhand,
if Mallory senthermail beforeBob thenBob's mail—thegenuineone—would be
�agged. In eithercasewould Alice be alertedto the fact that somesort of attack
is ongoing.Which key is which—andconsequentlywhich mail is genuine—can
bedeterminedby appropriatesubsequentveri®cation.However, it is uponAlice to
decidewhetheror not to investigatethe alert,andshemay do so at a time of her
choice.Her regulartasksremainlargelyuninterrupted.

Alice mayinvestigatethereasonfor thealertandtheconclusionsthatcanbedrawn
from it e.g.,by invoking a context menu(see®g. 7 for illustration).Subsequently,
shemaywish to invoke a veri®cationprocedure(see§6) which allows her to con-
®rm theauthenticityof themail. It is worth notingthattechnicallytheauthenticity
of thekey would beveri®edthatthesenderof thehighlightedmail used.However,
Alice would have theillusion thattheveri®cationrefersto themail ratherthanthe
keys. Basedon the outcomeof the veri®cationprocedure,Alice may de®nethe
mail (or ratherthe underlyingkey) astrusted.Oncea key of Bob is trustedto be
authentic(andmarkedappropriatelyin Alice's securitystate)that trustextendsto
all keys thatBob introduceswith thetrustedkey (see®g. 2 again).

Input of Policy Decisions If Bob's key is unavailableto Alice at thetime when
Alice wishesto sendhim mail thencurrentmail securityimplementationstypically



alertAlice by raisinganalertpanel.ThepanelthenrequiresthatAlice con®rmsor
cancelsthesendoperationbyamouseclick. ThatforcesAlice todivertherattention
to handlingtheinterruptionbeforeshecanproceedwith heroriginalwork process.
If Alice is an unexperienceduser then shemay even be forced to switch input
modalities(e.g.,from keyboardto mouse)in order to handlethe event. It is less
intrusiveto communicatethealertby highlightingBob'smail addressappropriately
whileAlice entersit. For illustration,see®g.8.Bob'saddressisdisplayedin reverse
videoto indicatethefactthathiskey is unavailable.Alice maythendecideto keep
or deleteBob's address(or to ignoretheevent)without a majorinterruptionof her
task.

Additionally, we consideranalogiesto thephysicalworld whenrequiringinput of
policy decisionsi.e., which alternative actionis to be takenwhenno key is avail-
ablefor a mail's intendedrecipients.In the physical world, we sendpostcardsor
letters.Postcardsarereadableby anyoneinvolvedin thedelivery processandcon-
sequentlytheexpectationof con®dentialityis low whensendingthem.Lettershave
beenopenedregularly (and re-sealedimperceptibly)for reasonsof counterespi-
onageduringtheSecondWorld War [21], andthereis noreasonto believe thatlet-
tersarenot interceptedandreadtoday. However, for all practicalpurposes,letters
offer a higherdegreeof con®dentiality, andconsequentlythe users'expectations
of con®dentialityarehigheraswell. Electronicmail sentin clear text resembles
postcardswhereasencryptedmail resemblesletters.

Consequentially, wesubstitutethecommon“Send”buttonby two buttons:a “Send
aspostcard”anda “Sendasletter” button(seealso®g. 8 for illustration).Thefor-
merencryptsmail for all recipientswhosekeysareknown andsendscleartext to all
otherrecipients,whereasthelattersendsencryptedmail to thoserecipientswhose
keysareknown andnomail to all otherrecipients.In eithercase,mail is encrypted
automaticallywhenever a key is available.In orderto preventusersfrom inadver-
tentlynotsendingmail to aparticularrecipientwhosekey is unknown, the“Sendas
letter” buttonis highlightedif thekey of oneor morerecipientsis unknown. As in
thecaseof handlingalerts,this approachconveys all necessaryinformationto Al-
ice without necessarilydemandingadditionaluserinteractions.Sendingmail still
only requiresoneclick andno alert boxesinterruptAlice's work tasksubsequent
to sendingamail—all securitypolicy decisionsaremadebeforehand.

6 Binding Keysto Identities

Above, we describedhow mail canbeprotectedagainstunauthorizedinformation
releaseandmodi®cationin a fashionthat is largely transparentandnon-intrusive.
Although, we have not obtainedabsolutesecurity—adeterminedadversarywho
managesto interceptthe®rst key exchangebetweenAlice andBob may launcha
MITM attackagainstthem,andmayevenevadedetectionfor anunspeci®edperiod
of time. Thereasonis thatour approachdoesnot, in a strongsense,bind a key to
the identity of its legitimateowner. We expectthatAlice andBob achieve sucha
strongbindingby verifying their keysoveranauthenticatedchannel.



A legitimatequestiononemayaskis whetherthatapproachis a scalableandwhat
burdenis placeduponusersby it. Below, wepresentresultsof ananalysisof users'
mail behavior thatweconductedto ®ndananswerto saidquestion.Moreprecisely,
weanalyzedthesetupcostsandthecontinuouscostsof pair-wisekey veri®cation:

(1) thesetupcostsaremeasuredby thesizeof thepeergroupthata subjecthas
whenthesystemis introduced;

(2) thecontinuouscostsaremeasuredby therateatwhich thesubjectencounters
new peers.

Our results,which we summarizeandinterpretbelow, led usto believe thatpair--
wisekey veri®cationmay indeedbescalable.Furthermore,theanalysisleadsto a
greedyalgorithmwhich maximizesthesecuritybene®tperkey veri®cationsothat
userscandetermineanoptimaltrade-off betweentheirdesiredlevel of securityand
interactionoverhead.

6.1 Materials and Methods

We developeda setof tools(usingJava,Perl,MatLab,gnuplot,andBourneShell)
to analyzemail storedin IMAP, POP3,and®le systembasedmail drops(mboxand
relatedformats).A scannerextractsthe To, Cc, Bcc,Reply-To, Date, References,
andIn-Reply-To headersof all mails.Electronicmail addressesareanonymizedby
substitutingthemwith a runningidentity number(“ID”) that is thesamefor equal
addresses.Equalityof email addressesis determinedby a lower-casecomparison
of their localpartanddomain[12].

EachID standsfor a potentialpeerof themail owner (for easeof descriptionwe
refer to the mail owner asAlice). A peerof Alice is a communicantwith whom
Alice hasa bidirectionalcommunicationi.e., Alice sentmail to her peerandthe
peersentmail to Alice (or vice versa).Our toolsdeterminethesetof Alice's peers
accordingto thefollowing rules:

(1) Alice providesherown addresses(oneor many)
(2) A mail is ananswerif it hasaReferencesor In-Reply-To header
(3) A senderis acommunicantwhosentmail to Alice

(sender∈ From∪ Reply-To andAlice ∈ To∪ Cc∪ Bcc)
(4) A strongsenderis acommunicantwho repliedto Alice

(sender∈ From∪ Reply-To andAlice ∈ To andthemail is ananswer)
(5) A receiver is acommunicantto whomAlice sentmail

(Alice ∈ From∪ Reply-To andreceiver∈ To∪ Cc∪ Bcc)
(6) A strongreceiver is acommunicantto whomAlice replied

(Alice ∈ From∪ Reply-To andreceiver∈ To andthemail is ananswer)
(7) A peeris astrongsender, astrongreceiver, or in sender∩ receiver
(8) A peeris not amailing list e.g.,anaddressthatincludes:

majordomo@,listserv@,-request@,-list@,etc.

For eachmail andeachsenderandreceiver referencedtherein,our tool generates
a samplewhich consistsof thecommunicant's ID andthe time stampof themail



thatis extractedfrom its Dateheader. Next, doubleentriesareremovedwhichmay
occure.g.,if mail is ®led multiple times.Finally, we eliminateall samplesthatare
not peersandall sampleswith anageof morethantwo yearsmeasuredfrom the
mostrecentsample.

Threecumulativedistributionsarecomputedfrom theremainingsetof samples:

(1) percentof mail exchangedwith n ≤ x peers;
(2) percentof weekswheremail wasexchangedwith n ≤ x peers;
(3) percentof weekswheren ≤ x new peerswereobserved.

Multiple setsof samples(onesetpermailboxowner)arecombinedby averaging
thevaluesof thedistributions.Theoutputarethemeanȳ for eachpositionx and
thestandarddeviationsfor samplesabove(sa) andbelow (sb) themean.Theresults
areplottedas:f a(x) = ȳ(x) + sa(x), f (x) = ȳ(x), andf b(x) = ȳ(x)− sb(x).

6.2 Description of Study

We generateda Web pagefrom which our mail drop scanningtool and instruc-
tions for its installationandcon®gurationcould be downloaded.The subjectswe
invited to participatein ourstudywerecolleagues,fellow researchers,andstudents
at TechnicalUniversity Darmstadt,FraunhoferInstitute for ComputerGraphics,
andthePeterKiewit Instituteat theUniversityof Nebraskaat Omaha.Overall 34
individualsrespondedby sendingustheir anonymizedmailboxextracts.Thesizes
of the samplesetsvariedconsiderablyassomeparticipantswerecommunicating
signi®cantlymoreby mail thanothers.For instance,theparticipantwho provided
the largestdatasetis a systemadministratorresponsiblefor an IT infrastructure
thatservesabout200researchers,students,andIT personnelatspin-off companies.
Otherparticipants(includingtheauthors,who alsoprovidedsamples)areactively
engagedin collaborative researchandprojectwork.

We sortedthedatasetsby thenumberof samplesour tool extractedfrom eachset
andchosethe17setswith thelargestnumbersof samples,expectingto obtainmore
reliableresultsthanwouldprobablyhavebeenthecaseif thesmallerdatasetswere
included.All retaineddatasetshadmorethan750samplesafterapplyingour ®lter
procedure.Table1 liststhesizesof theextractedsamplesandthesamplesthatwere
retainedaftersamplesof non-peerswereremoved.

Theresultsof ouranalysisaredisplayedin ®g. 9. Wefoundthatonaverage50%of
all mail wasexchangedwith 10 or fewer peers(min(x ∈ N | f (x) ≥ 0:5) = 10),
andwith 21 or fewer peersin our “worst case”scenario(min(x ∈ N | f b(x) ≥
0:5) = 21). In 50% of all weeks,the numberof peerswith whom subjectsex-
changedmail was 10 or fewer on averageand 22 or fewer in the worst case
(f b(22) ≈ 0:545). In 50%of all weeks,subjectsencountered2 or fewer peerson
average(f (1) ≈ 0:47) and3 or fewer in theworstcasescenario(f b(3) ≈ 0:54).

6.3 Inter pretation of Results

Our analysisis basedon subjects'saved mailboxes,which necessarilycapturesa
limited view ontheiractualcommunicationsincethey almostcertainlyhavestored



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  100  200  300  400  500  600

C
D

F
 o

f e
xc

ha
ng

ed
 m

ai
l

Number of peers

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  20  40  60  80  100  120

C
D

F
 o

f e
po

ch
s

Unique peers

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  10  20  30  40  50  60

C
D

F
 o

f e
po

ch
s

New peers

Fig. 9. Graphs of cumulative distribution functions of mail statistics. Left: the cumulated
percentage of exchanged mails (ordinate) is plotted against the number of peers (abscissa)
with whom the mails were exchanged. Middle: The cumulated percentage of weeks (or-
dinate) is plotted against the number of different peers per week (abscissa). Right: The
cumulated number of weeks (ordinate) is plotted against the number of new peers encoun-
tered per week (abscissa). The graphs generally answer the question, whether in y percent
of all cases a given condition held for x or fewer peers.

filtered all ratio
2651 3624 0.73

18650 29695 0.63
2473 3926 0.63
2463 3225 0.76
874 1265 0.69

filtered all ratio
2072 3184 0.65
2766 3453 0.80
3359 3785 0.89
4031 4521 0.89
1604 2073 0.77
8349 14484 0.58

filtered all ratio
7657 13007 0.59
783 1727 0.45

5076 9721 0.52
1204 2259 0.53
8194 11431 0.72
2465 7171 0.34

Table 1
Numbers of extracted samples per dataset/user (“all”), number of selected samples which
can be attributed to bidirectional communication (“filtered”), ratio between extracted and
selected samples per dataset.

sentandreceived mail selectively. On the otherhand,the type of subjectswhose
mail communicationwe analyzedusesmail moreprofessionallyandlikely more
extensively thanprivatenon-commercialusers.It is probablyfair to say that the
resultswe obtainedareanupperboundof whatwe couldexpectto seewhenan-
alyzing themail communicationof privatenon-commercialusers,a view thathas
beencon®rmedby occasionalinformal interviews we conductedwith suchusers.
Judgingby our results,it appearsthat:

(1) a reasonablysmallnumberof key veri®cationswould berequiredto achieve
an“ideal” level of securityfor themajorityof all exchangedmail;

(2) a fairly small numberof key veri®cationswould be requiredon an ongoing
basisto achievean“ideal” level of securitywith new peers.

Also, our resultsmustbe interpretedin the light of the actualthreatlevel. Users
maynot feel—norhave—theneedto verify theirkeyswith all of theirpeers,which
further reducesthecostsof obtaininga level of securitythat is comparableto (or
evenexceedsthatof) certi®catesissuedby acerti®cationauthority.



6.4 GreedyBinding

Theanalysisweconductedbasedonsubjects'savedmail canbeimplementedasan
ongoingprocesse.g.,in aMUA or in amail securityproxy. Thatprocessmaythen
displayondemandarankedlist of Alice'speersfor whomakey veri®cationwould
providethemaximum“utility .” In otherwords,theprocesswouldsuggestthepeers
with whomthelargestamountof mail is beingexchangedandwith whomno key
veri®cationhasyet taken place.The MUA may additionallyvisualizea security
“score” (e.g.,the percentageof mail that is exchangedsecurely)which may spur
a specialeffort of the userto increaseone's securityso that the “high score” is
reached(in analogyto playingacomputergame).

Human-computerinteraction(“HCI”) supportfor key veri®cationopensseveral
avenuesfor further researchanda wealthof alternativescanbeexplored.It is not
our objective to give a completesolutionin this paper, we ratherwish to stimulate
furtherresearchin thisdirectionbelow.

For instance,Andersonand Lomasdevised a schemeto fortify key negotiation
with passwordsby combininga collision resistantone-way hashfunction with a
collision-richhashfunction[3]. Shortpasswordscanbeexchangedeasilyin a tele-
phoneconversation,mucheasierthana160bitskey ®ngerprint.While ashortpass-
word doesnot provide the samelevel of security, the oddsof an adversarybeing
ableto forgetheprotocolshouldbeadequatelysmallfor thegiventhreatlevel.Pro-
tocolswith similar objectivesweredevisedby Bellovin andMerritt [7] andKatz
et al. [22]. At the time of writing, suchprotocolshave beeninvestigatedprimar-
ily from theperspective of cryptographicstrength.We arguethatan investigation
of usability issuesof suchprotocolshasmerit. In a similar vein, userinteraction
supportfor interlockprotocolsbasedonpersonalentropy [15] canbeexplored.

Last not least,the relative rateat which usersexchangemail is not the only con-
ceivablemetric to optimizetheratio of interactionandsecurity—otherbehavioral
or information-theoreticmetricsmaybeapplicable.

7 RelatedWork

Thetensionbetweensecurityandusabilityhaslongbeenrecognized,yet interestin
thattopicappearsto havegainedmomentumrecently[5,14,19,25,31,36].Yee[36],
Smetters,andGrinter[31] advocateanapproachwhereuseractionsimplicitly trig-
gersecuritypolicy decisionsbasedon theassumptionthatuserintentionconveys
policy choicestowardsachieving a particulargoal. This approachis further ex-
ploredby Balfanz[5] in theWebcontext. Wearein favor of thisapproachalthough
it is of limited expressivenessin the mail context wheresendingor not sending
mail aretheprimarychoices.In this sense,we alreadystretchedthe limits of im-
plicit authorizationby suggestingtwo alternative sendbuttons(metaphorsof mail
transport)whichbothconvey differentsecuritypolicies.

With respectto communicatingasystem'ssecuritystateto users,DourishandRed-
miles[14] follow anapproachthatincreasestheamountof contextual information



a usermust copewith, in the expectationthat this improves his intuitive under-
standingof the system.We, on the otherhand,seekto minimize the distraction
a userfacesdueto securityoverhead.Our approachbearssomesimilarity to the
stagingapproachdescribedby WhittenandTygar [33]. Both approachesgive the
userthefreedomof choicewhento improvehissecurity, eitherby verifying keysor
by progressingto thenext stage.However, WhittenandTygar expectthat theuser
eventuallymasterstheconceptsof certi®cation,somethingthatweavoid entirely.

Gutmannadvocatesthat thechoiceof trustedcerti®catesin a Webbrowseris left
to the user's InternetServiceProvider [19]. This simpli®esthe operationof Web
securityfor the userbut alsoreducesthe securitybene®tswhencomparedto the
casein which theuseris in control.

The Secure CommunicationSystem(“Secos”) [1] providessecuremail andother
servicesin a uni®ed application.At the time of mail composition,usersreceive
feedbackwhethermail canbe sentsecurely. Secosrelieson a Web of Trust aug-
mentedby a certi®cationauthority. A “best efforts” approachsimilar to ours is
supported,althoughwithout transparentkey updatesor akey history.

The approachof Levien et al. [23] towardstransparentInternetmail securityre-
quiresa formalizationof trustby certi®catesandexplicit policieswhich is theop-
positeof whatweaimto achieve.Webelievethattheirconceptis closerto theguard
approachfrequentlyencounteredin military settings.Anotherrecentinstanceof the
guardapproachis describedby Wolthusen[35]. Ourapproachalsodiffersfrom the
oneof SchneierandHall [30], which accountsfor public keys with a limited life-
time,but limits itsdiscussionof key managementtopassworddisciplines.Recently,
Bonehand Franklin [9] presenteda practical identity-basedencryption(“IBE”)
scheme.However, IBE requiresa trustedpartyfor thecomputationof privatekeys.
Thisagainhasthetypeof trustimplicationsthatweseekto avoid.

Arkko andNikander[4] formalizethe notion of weakauthenticationanddiscuss
theeconomicimpactsfrom theattacker's point of view. Thesecureshell (SSH)is
a typical examplewhich follows the leap-of-faith methodin that it alertsusersof
key changes.However, SSHdoesnot supporttransparentroll-over of keys.Appli-
cationsof weakauthenticationarediscussedin theadhocwirelessnetworks [32]
andtheIPv6community[11].

Bentley et al. [8] developeda securitypatchfor sendmailwhich opportunistically
encryptsSMTPsessionsbetweenMTAs, yet doesnot provide end-to-endsecurity.
Stream[17] usesSMTPandPOPproxiesthat transparentlyhandleencryptionon
behalfof theMUA. It thusprovidesend-to-endsecuritywith a zerouserinterface.
However, Streamdoesnot supportdigital signaturesnor key updates.TheEnigma
systemof Brown andSnow [10] hasa similar proxy architecture.Enigmaadheres
to the PGPformat in contrastto Streamand our systemwhich both encodeall
cryptographicinformationin proprietaryemailheaders.



8 Conclusionsand Futur eWork

It hasbeenwidely acknowledgedthatsecurityis asmuchahumanfactorsproblem
as it is a technicalone,andsomeauthorseven suggestthat retro®tting usability
to existing securitymechanismsis no morelikely to besuccessfulthanretro®tting
securitymechanismsto existingapplications[31].

In this paper, we presentedan innovative designapproachtowardsnon-intrusive
securemail whichconsiderssecurityandusabilitytrade-offs for aparticulargroup
of users(privatenon-commercialusersof mail) from theoutsetandis closelymod-
eledalongthe linesof prudentengineeringrulesfor designingprotectionmecha-
nisms[27]:

The designshouldbeassimpleand small aspossible: A major sourceof tech-
nicalandoperationalcomplexity—publickey infrastructuresoraWebof Trust—
are avoided in our approach.We separatekey exchange(which is performed
transparently)from binding keys to identities(which becomesa trade-off be-
tweenusabilityandsecuritythattheusercanmakeathisown discretion).

The mechanismshouldhave fail-safedefaults: Mail is encryptedtransparently
and automaticallywhenever possible.The usermust only decidehow mail is
handledfor recipientsfor whom no suitablekey is known. Only active attacks
will succeed,andonly if theadversarylaunchesa MITM attackprior to the®rst
mail exchange.Even in the caseof a successfulattack,it is infeasiblefor the
adversaryto leave thecommunicationchannelundetected.

The mechanismshouldbeeasyto understandand use: Requireduser interac-
tion is keptataminimumandis unintrusive.Theuser(i.e.,Alice) hasthechoice
to continueher work task uninterrupted.All interactionmetaphorsare based
on conceptsandmentalrepresentationswith which Alice is familiar. Basedon
statisticsof her mail communication,shecanelevateher security(e.g.,detect
MITM attacks)in a greedyfashion:thesoftwarerecommendspeerswith whom
akey veri®cationhasthegreatestimmediatesecurity“utility .”

Our approachalsoadheresto prudentpracticeaspostulatede.g.,by Norman[24]
andBalfanzetal. [6]. Ourmainthesis,thelow comparativebene®t/costratioof cer-
ti®cation infrastructuresfor privatenon-commercialusers,andthe potentialscal-
ability of pair-wisekey veri®cation,is supportedby the reductionin userinterac-
tionsthatour approachachievesaswell asby theresultsof a studyof users'mail
communication,the resultsof which we presentedin thepaper. We concludethat
securityandusabilityof mail is notnecessarilymutuallyexclusive if bestpractices
in thedesignof secureandusablesystemsareadheredto dilligently.

We regard threedirectionsfor future researchasparticularlypromising:®rst, in-
novative human-computerinteractionsupportfor usablekey veri®cation;second,
®nding alternative andimproved metricsto maximizeusers'securityper interac-
tion in a customizedandadaptive fashion;third, innovative approachesto provide
user interface“incentives” which promoteubiquitous“best effort” securityas a
baselevel of (mail) protection.
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